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1
Decision/action requested

This contribution proposes solution on the user's consent for exposure of information to the Edge Applications, to be captured in TR 33.839.
2
Rationale

This contribution proposes the solution on User's consent for exposure of information to the Edge Applications. 

Request SA3 to capture the proposed solution.

3
Detailed pCR proposal

*********************Start of Changes***************************
X.Y.Z
Solution #A.B: User's consent for exposure of information to the Edge Applications
X.Y.Z.1
Introduction

This solution addresses the security requirement on user's consent for exposure of information to Edge Applications in key issue #X.Y.

User's consent grant is obtained by application client based on OTP (One Time Password) generated by Edge enabler server.   

X.Y.Z.2
Solution details
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Figure X.Y.Z.2-1: User's consent for exposure of information to the Edge Applications
Step 1: The application client sends the request for the user consent to the EAS, when the application client needs the user consent. 

Step 2: Upon receiving the request for the user consent from the application client, the EAS shares the request for the user consent to the EES. 

Step 3:  The EES generates the OTP for obtaining the user consent. 

Step 4: The EES shares the OTP with the UE. A channel of sharing the OTP by the EES to the UE is determined based on the user contact information such as a mobile number, email address, etc. available at the EES. 

Step 5: Upon requesting the user consent with the EAS, the application client initiates steps to obtain the user consent grant from the user.

Step 6: The application client requests the user using the UE to input the OTP in the consent for providing the consent to the application client. 

Step 7:  The UE shares the OTP and the user consent given by the user with the application client. 
Step 8: The application client notifies the user consent and the OTP to the EAS using the user consent grant notification. 
Step 9:  The EAS notifies the user consent and the OTP to the EES, in response to receiving the user consent grant notification from the EAS. 

Step 10: Upon receiving the user consent and the OTP, the EES verifies the received OTP with the OTP generated. 

Step 11: Upon matching both the OTPs, the EES responds with the user consent to the EAS. 

Step 12: The EES stores the user consent. 

Step 13:  The EAS responds the user consent with the application client, in response to receiving the user consent.
********************* End of Changes***************************
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